EDULINCS
GENERAL TERMS AND CONDITIONS
Schedule 1
PART 1: SERVICE SPECIFIC CONDITIONS
1. Renewal
Not applicable.
2. Termination Period

The termination period for these services is 30 days from the date of the Order Form being
signed by the Client.

3. Charges for these Services are
Obtion Schools with 100+ Schools with fewer than
ptio pupils 100 pupils*

Document package (one off) £399 £319

Advice package (annual cost) £699 £559
Document and advice package

(annual cost) £999 £799

Ad-Hoc Service (fixed hourly rate) £65 £52

*20 per cent discount for schools with fewer than 100 pupils

Option Cost per school Cost when booking
two or more webinars
(20% discount)

DPO Webinar £65 £52

4, GDPR relationship for the Service is: Joint Data Controller as set out in the relevant
sections of Part 2 of this Schedule.

5. Invoicing details for the Service are as follows:

Services will be invoiced by the relevant October half term (any outstanding invoices to be
completed in the following half term).

6. Specific Service conditions

Not applicable.

PART 2: PROCESSING, PERSONAL DATA AND DATA SUBJECTS

SECTION A
Definitions:
Client's Personal Data means the Personal Data supplied by the Client to the Council and/or Personal

Data collected by the Council on behalf of the Client for the purposes of or in connection with the
Agreement.



Controller takes the meaning given in the UK GDPR.

Data Protection Legislation means (i) the UK GDPR; (ii) the DPA to the extent that it relates to
processing of personal data and privacy; (iii) all applicable Law about the processing of personal data
and privacy.

Data Protection Impact Assessment means an assessment by the Controller of the impact of the
envisaged processing on the protection of Personal Data.

Data Protection Officer takes the meaning given in the UK GDPR.

Data Loss Event means any event that results, or may result, in unauthorised access to Personal
Data held by the Council under this Agreement, and/or actual or potential loss and/or destruction of
Personal Data in breach of this Agreement, including any Personal Data Breach.

Data Subject takes the meaning given in the UK GDPR.

Data Subject Request means a request made by, or on behalf of, a Data Subjectin accordance with
rights granted pursuant to the Data Protection Legislation.

DPA means the Data Protection Act 2018.
ICT means information and communications technology.
ICT Environment means the Client's system and the Council system.

Information has the meaning given under section 84 of the FOIA and includes Personal data as
defined under Data Protection Legislation.

Information Commissioner's Office means the office of the Information Commissioner whose role is
to uphold information rights in the public interest, and responsible for data protection in England,
Scotland and Wales in accordance with provisions set out in the DPA.

Joint Controllers means where two or more Controllers jointly determine the purpose and means of
processing.

Personal Data takes the meaning given in the UK GDPR.
Personal Data Breach takes the meaning given in the UK GDPR.
Processing takes the meaning given in the UK GDPR.
Processor takes the meaning given in the UK GDPR.

Protective Measures means appropriate technical and organisational measures which may include:
pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and
resilience of systems and services, ensuring that availability of and access to Personal Data can be
restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness
of such measures adopted by it including those outlined in Part 2 of Schedule 1.

Sub-processor means any third party appointed to process Personal Data on behalf of the Council
related to this Agreement.

SECTION B

FOR USE WHERE RELATIONSHIP IS THAT OF DATA CONTOLLER AND DATA

PROCESSOR:

1. The Parties acknowledge that for the purposes of the Data Protection Legislation, the Client
is the Controller and the Council is the Processor. The only processing that the Council is
authorised to do is listed in this part 2 of Schedule 1 by the Client and may not be
determined by the Council.




The Council shall notify the Client immediately if it considers that any of the Client's
instructions infringe the Data Protection Legislation.

The Council shall provide all reasonable assistance to the Client in the preparation of any
Data Protection Impact Assessment prior to commencing any processing. Such assistance
may, at the discretion of the Client, include:-

(d)

a systemic description of the envisaged processing operations and the purpose of the
processing;

an assessment of the necessity and proportionality of the processing operations in
relation to the Services;

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security measures
and mechanisms to ensure the protection of Personal Data.

The Council shall, inrelation to any Personal Data processed in connection with its obligations
under this Agreement:-

(@)

()

process that Personal Data only in accordance with part 2 of Schedule 1, unless the
Councilis required todo otherwise by Law. If itis so required the Council shall promptly
notify the Client before processing the Personal Data unless prohibited by Law;
ensure that it has in place Protective Measures, which are ap propriate to protect against
a Data Loss Event, which the Client may reasonably reject (but failure to reject shall
not amount to Approval by the Client of the adequacy of the Protective Measures),
having taken account of the:-

0] nature of the data to be protected;

(i)  harm that might result from a Data Loss Event;

(i) state of technological development; and

(iv) cost of implementing any measures;

ensure that:-

(i) the StaffdonotprocessPersonal Dataexceptinaccordance with this Agreement
(and in particular part 2 of Schedule 1);

(i) ittakes allreasonable stepsto ensure the reliability and integrity of any Staffwho
have access to the Personal Data and ensure that they:-

(A) are aware of and comply with the Council's duties under this clause;

(B) are subjectto appropriate confidentiality undertakings with the Council or
any Sub-processor;

(C) are informed of the confidential nature of the Personal Data and do not
publish, disclose or divulge any of the Personal Data to any third party
unless directed in writing to do so by the Client or otherwise pemitted by
this Agreement; and

(D) have undergone adequate training in the use, care, protection and
handling of Personal Data;



(e)

not transfer Personal Data outside of the EU unless prior written consent of the Client
has been obtained and the following conditions are fulfilled:-

(i) the Client or the Council has provided appropriate safeguards in relation to the
transfer as determined by the Client;

(i)  the Data Subject has enforceable rights and effective legal remedies;

(i)  the Council complies with its obligations under the Data Protection Legislation
by providing an adequate level of protection to any Personal Data that is
transferred (or, if itis not so bound, uses all reasonable endeavours to assist the
Client in meeting its obligations); and

(iv) the Council complies with any reasonable instructions notified to it in advance by
the Client with respect to the processing of the Personal Data;

at the written direction of the Client, delete or return Personal Data (and any copies of
it) to the Client on termination of the Agreement unless the Council is required by Law
to retain the Personal Data.

Subject to paragraph 6, the Council shall notify the Client immediately if it:-

(f)

receives a Data Subject Request (or purported Data Subject Request);
receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either Party's
obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner's Office or any other
regulatory authority in connection with Personal Data processed under this Agreement;

receives a request from any third party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law; or

becomes aware of a Data Loss Event.

The Council's obligation to notify under paragraph 5 shall include the provision of further
information to the Client in phases, as details become available.

Taking into account the nature of the processing, the Council shall provide the Client with full
assistance in relation to either Party's obligations under Data Protection Legislation and any
complaint, communication or request made under paragraph 5 (and insofar as possible within
the timescales reasonably required by the Client) including by promptly providing:-

(@)
(b)

(c)
(d)
(e)

the Client with full details and copies of the complaint, communication or request;
such assistance as is reasonably requested by the Client to enable the Client to comply
with a Data Subject Request within the relevant timescales set out in the relevant Data
Protection Legislation;

the Client, at its request, withany Personal Data it holds in relation to a Data Subject;
assistance as requested by the Client following a Data Loss Event;

assistance as requested by the Client with respect to any request from the Information

Commissioner's Office, or any consultation by the Client with the Information
Commissioner's Office.

The Council shall maintain complete and accurate records and information to demonstrate its



10.

11.

12.

13.

14.

15.

16.

17.

OR

compliance with this part A. This requirement does not apply where the Councilemploys fewer
than 250 staff, unless the Client determines:-

(@) that the processing is not occasional;

(b) the processing includes special categories of data as referred to in Article 9(1) of the
UK GDPR or Personal Data relating to criminal convictions and offences referred to in
Article 10 of the UK GDPR; or

(c) the processingis likely to resultin a risk to the rights and freedoms of Data Subjects.

The Council shall allow for audits of its Processing activity by the Client or the Client's
designated auditor.

Each Party shall designate its own Data Protection Officer if required by the Data Protection
Legislation.

Before allowing any Sub-processor to process any Personal Data related to this Agreement,
the Council shall:-

(@) notify the Client in writing of the intended Sub-processor and Processing;
(b) obtain the written consent of the Client;

(c) enterinto a written agreement with the Sub-processor which gives effect to the terms
set out in this part A such that they apply to the Sub-processor; and

(d) provide the Client with such information regarding the Sub-processor as the Client may
reasonably require.

The Council shall remain fully liable for all acts or omissions of any Sub-processor.

The Council may, at any time on not less than thirty (30) Working Days' notice, revise this
section A by replacing it with any applicable Controller to Processor standard clauses or
similar terms forming part of an applicable certification scheme (which shall apply when
incorporated by attachment to this Agreement).

The Parties agree to take account of any guidance issued by the Information Commissioner's
Office. The Council may on not less than thirty (30) Working Days' notice to the Client amend
this Agreement to ensure that it complies with any guidance issued by the Information
Commissioner's Office.

The Council acknowledges that, in the event that it breaches (or attempts or threatens to
breach) its obligations relating to Personal Data, the Client may be irreparably harmed
(including harm to its reputation). In such circumstances, the Client may proceed directly to
court and seek injunctive or other equitable relief to remedy or prevent any further breach (or
attempted or threatened breach).

In the event that through failure by the Council to comply with its obligations under the
Agreement, the Personal Data that is transmitted or Processed in connection with the
Agreement is either lost or sufficiently degraded so as to be unusable, the Council shall be
liable for the cost of reconstitution of that data and shall reimburse the Client in respect of any
charge levied for its transmission and any other costs charged in connection with such failure
by the Council.

The provision of this part A shall apply for the duration of the Agreement and indefinitely after
its expiry.



FOR USE WHERE RELATIONSHIP IS THAT OF JOINT DATA CONTROLLERS:

SECTION B

1.

The Parties acknowledge that for the purposes of the Data Protection Legislation, the Client
and the Council are Joint Controllers.

Where Personal Data relating to a Data Subject are collected from the Data Subject, or,
someone other than the Data Subject, by either of the Joint Controllers, the Controller
obtaining the Personal Data shall, at the time when Personal Data is obtained, be it from the
other Controller, Data Subject or any other party provide the Data Subject with all of the
following information:-

(a) the identity and the contact details of the Controller and, where applicable, of the
Controller's representative;

(b) the contact details of the Data Protection Officer, where applicable;

(c) the purposes of the processing for which the Personal Data are intended as well as the
legal basis for the processing;

(d) the legitimate interests pursued by the Controller or by a third party;
(e) the recipients or categories of recipients of the Personal Data, if any;

(f)  thecategoriesof Personal Data concerned (this relates to Personal Data obtained from
someone other than the Data Subject only);

(g) where applicable, the factthat the Controllerintends to transfer Personal Data to a third
country or international organisation and the existence or absence of an adequacy
decision by the Commission, or where a transfer requires safeguards under Article
46 or 47, or the second subparagraph of Article 49(1) of the UK GDPR, reference to
the appropriate or suitable safeguards and the means by which to obtain a copy of them
or where they have been made available; and

(h)  the existence of automated decision-making, including profiling, and, at least in those
cases, meaningful information about the logic involved, as well as the significance and
the envisaged consequences of such processing for the Data Subject (this only relates
when the Personal Data has not been obtained from the Data Subject).

In addition to the information referred to in paragraph 2 the Controller who has obtained the
Personal Data from the Data Subject shall, at the time when Personal Data is obtained,
provide the Data Subject with the following further information necessary to ensure fair and
transparent processing:-

(@) the period for which the Personal Data shall be stored, or if that is not possible, the
criteria used to determine that period,;

(b) the existence of the right to request from the Controller access to and rectification or
erasure of Personal Data or restriction of processing concerning the Data Subject or to
object to processing as well as the right to Personal Data portability;

(c) where the processingisbased onthe Data Subjecthaving given consent, the existence
of the right to withdraw consent at any time, without affecting the lawfulness of
processing based on consent before its withdrawal;

(d) theright to lodge a complaint with the Information Commissioner's office or any other
relevant supervisory authority;

(e)  whether the provision of Personal Data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the Data Subject is


https://gdpr-info.eu/art-46-gdpr/
https://gdpr-info.eu/art-46-gdpr/
https://gdpr-info.eu/art-47-gdpr/
https://gdpr-info.eu/art-49-gdpr/

obliged to provide the Personal Data and of the possible consequences of failure to
provide such Personal Data; and

(f)  the existence of automated decision-making, including profiling, and, at least in these
cases, meaningful information about the logic involved, as well as the significance and
the envisaged consequences of such processing for the Data Subject.

Where the Controller intends to further process the Personal Data obtained from the Data
Subject fora purpose otherthan that forwhich the Personal Data was collected, the Controller
shall provide the Data Subject prior to that further processing with information on that other
purpose and with any relevant further information as referred to in paragraph 2. Paragraphs
2 and 3 shall not apply where and insofar as the Data Subject already has the information.

The Controller who has obtained the Personal Data from someone other than the Data
Subject shall provide the information referred to in paragraph 2 (a) to (h):-

(a) within a reasonable period after obtaining the Personal Data, but at the latest within
one (1) Month, having regard to the specific circumstances in which the Personal Data
are processed;

(b) if the Personal Data is to be used for communication with the Data Subject, at the latest
at the time of the first communication to that Data Subject; or

(c) if adisclosure to another recipientis envisaged, at the latest when the Personal Data
are first disclosed.

Where the Controller who has obtained the Personal Data from someone other than the Data
Subject intends to further process the Personal Data for a purpose other than that for which
the Personal Data was obtained, the Controller shall provide the Data Subject prior to that
further processing with information on that other purpose and with any relevant further
information as referred to in paragraph 2 (a) to (h).

Paragraph 2 (insofar as it relates to Personal Data obtained from someone other than the
Data Subject) and paragraphs 4 to 6 shall not apply where and insofar as:-

(@) the Data Subject already has the information;

(b) the provision of such information proves impossible or would involve a disproportionate
effort, in particular for processing for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes, or in so far as the obligation
referred to in paragraph 2 of this part 2 of Schedule 1 is likely to render impossible or
seriouslyimpairthe achievementof the objectives of that processing. In such cases the
Controller shall take appropriate measures to protect the Data Subject's rights and
freedoms and legitimate interests, including making the information publicly available;

(c) obtaining or disclosure is expressly laid down by Union or Member State law to which
the Controller is subject and which provides appropriate measures to protect the Data
Subject’s legitimate interests; or

(d) where the Personal Data must remain confidential subject to an obligation of
professional secrecy regulated by Union or Member State law, including a statutory
obligation of secrecy.

Subject to paragraph 9, either Party shall notify the other Party and the point of contact
identified in section C of part 2 of Schedule 1 immediately if it:-

(a) receives a Data Subject Request (or purported Data Subject Request) including a
request to rectify, block or erase any Personal Data any other request, complaint or
communication relating to either Party's obligations under the Data Protection
Legislation with the details of any such request;
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11.
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18.

19.

(b) receives any communication from the Information Commissioner or any other
regulatory authority in connection with Personal Data processed under this Agreement;

(c) receives a request from any third party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law; or

(d) becomes aware of a Data Loss Event.

The obligation to notify under paragraph 8 shall include the provision of further information to
the other Party in phases, as details become available.

The Party receiving arequestas identified in paragraph 8, shall be responsible for responding
to the Data Subject provided that the receiving Party shall at all times consult with the other
Party with regards the response unless otherwise agreed between the Parties.

The Party who becomes aware of aData Loss Eventshall inform the other Party of the breach
and the Parties shall identify which Party would be most appropriate to report the Data Loss
Event to the Information Commissioner's Office and to inform the Data Subject(s).

Both Parties shall comply with their obligations under Article 30 of the UK GDPR and shall
maintain complete and accurate records and information to demonstrate its compliance with
this part A.

Each Party shall designate its own Data Protection Officer if required by the Data Protection
Legislation.

The Council shall remain fully liable for all acts or omissions of any Sub-processor.

The Council may, at any time on not less than thirty (30) Working Days' notice, revise this part
A by replacing it with any applicable controller to controller standard clauses or similar tems
forming part of an applicable certification scheme (which shall apply when incorporated by
attachment to this Agreement).

The Parties agree to take account of any guidance issued by the Information Commissioner's
Office. The Council may on not less than thirty (30) calendar days' notice to the Client amend
this Agreement to ensure that it complies with any guidance issued by the Information
Commissioner's Office.

The Parties acknowledge that, in the event that either of them breaches (or attempts or
threatens to breach) its obligations relating to Personal Data, the other Party may be
irreparably harmed (including harm to its reputation). In such circumstances, the Party not in
breach may proceed directly to court and seek injunctive or other equitable relief to remedy
or prevent any further breach (or attempted or threatened breach).

In the event of a Sub-Contractor of the Council being in liquidation then it is the responsibility
of the Council to recover records and Client Personal Data held by the Sub-Contractor and/or
Sub-processor and provide assurance to the Client that they have been recovered.

The provision of this part A shall apply for the duration of this Agreement and indefinitely after
its expiry.

FOR USE WHERE RELATIONSHIPIS THAT OF DATA CONTOLLER AND DATA PROCESSOR:

SECTIONC

1.

The Council shall comply with the instructions of the Client with respect to processing as set
out in this Schedule 1.

The Council shall comply with any further written instructions with respect to processing by
the Customer.



Any such further instructions shall be deemed to be incorporated into this Schedule as if
originally forming part thereof.

The point of contact for Data Subjects is Amy Jaines, Data Protection Officer, Lincolnshire
County Council, or her successor.

Description

Details

Identity of the Client
and the Council

The Parties acknowledge that for the purposes of the Data Protection
Legislation, the Client is the Controller and the Council is the Processor.

Subject matter of the
processing

The processing is needed in order to ensure that the Council can
effectively deliver the Agreement.

Duration of the

processing

Duration of the Agreement.

Nature and purposes of
the processing

The nature of the processing means any operation such as collection,
recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restriction,
erasure or destruction of data (whether or not by automated means).

The purpose of the processing of Personal Datais to enable the provision
of public services which includes:

e maintaining the Client's own accounts and records

e supporting and managing employees

e promoting services provided by the Client

e marketing local tourism

e carrying out health and public awareness campaigns

e managing property

e providing leisure, cultural and/or heritage services

e provision of education

e carrying out surveys

e licensing and regulatory activities

e local fraud initiatives

e the provision of social services

e crime prevention and prosecution offenders including the use of
CCTvV

e corporate administration and all activities we are required to
carry out as a data controller and public authority

e undertaking research

e the provision of all commercial services including the
administration and enforcement of parking regulations and
restrictions

e the provision of all non-commercial activities including refuse
collections from residential properties,

e internal financial support and corporate functions




managing archived records for historical and research reasons
data matching under local and national fraud initiatives
statutory obligation

recruitment assessment

Type of Personal Data

The type of Personal Datawhich is Processed under this Agreement may
include:

Personal details e.g. name, address, date of birth, NI number,
telephone number, images, biometric data;

family detail e.g. personal details of relatives, legal guardians
and friends;

financial details e.g. pay, bank details, credit/debit card details
lifestyle and social circumstances e.g. physical or mental health
details, racial or ethnic origin, trade union membership, political
affiliation, political opinions, offences (including alleged
offences), religious or other beliefs of a similar nature, criminal
proceedings, outcomes and sentences;

employment and education details;

student and pupil records;

business activities;

case file information.

Categories of Data
Subject

Categories of Data Subject may include:

customers of the service

suppliers

staff

temporary workers

persons contracted to provide a service
claimants

volunteers

agents

service users

patients

complainants, enquirers or their representatives
professional advisers and consultants
students and pupils

carers, representatives or legal guardians
landlords

recipients of benefits

witnesses

offenders and suspected offenders
licence and permit holders

traders and others subject to inspection
people captured by CCTV images
representatives of other organisations
members of the public

users of a particular website

Plan for return and

Upon termination or expiry of the contact all Personal Data shall be




destruction of the data
once the processing is
complete

UNLESS requirement
underunion ormember
state law to preserve
that type of data

returned to the Client, unless instructed otherwise.

If the Client does not request the Personal Data to be returned then it
shall be deleted or destroyed within thirty (30) calendar days and the
Council shall confirm in writing that the data has been securely deleted
or destroyed.




FOR USE WHERE RELATIONSHIP IS THAT OF JOINT DATA CONTROLLERS:

SECTION C

1. The Client and Council have jointly determined the purpose and means of processing
as set out in this Schedule 1.

The point of contact for Data Subjects is Amy Jaines, Data Protection Officer,
Lincolnshire County Council, or her successor.

Description

Details

Identity of the Client
and the Council

The Parties acknowledge that for the purposes of the Data Protection
Legislation that they are Joint Data Controllers.

Subject matter of the
processing

The processing is needed in order to ensure that the Council can
effectively deliver the Agreement.

Duration of the

processing

Duration of the Agreement.

Nature and purposes of
the processing

The nature of the processing means any operation such as collection,
recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restriction,
erasure or destruction of data (whether or not by automated means).

The purpose of the processing of Personal Datais to enable the provision
of public services which includes:

e maintaining the Client's own accounts and records

e supporting and managing employees

e promoting services provided by the Client

e marketing local tourism

e carrying out health and public awareness campaigns

e managing property

e providing leisure, cultural and/or heritage services

e provision of education

e carrying out surveys

¢ licensing and regulatory activities

e local fraud initiatives

e the provision of social services

e crime prevention and prosecution offenders including the use of
CCTvV

e corporate administration and all activities we are required to
carry out as a data controller and public authority

e undertaking research

e the provision of all commercial services including the
administration and enforcement of parking regulations and
restrictions

e the provision of all non-commercial activities including refuse
collections from residential properties,




¢ internal financial support and corporate functions

e managing archived records for historical and research reasons
e data matching under local and national fraud initiatives

o statutory obligation

e recruitment assessment

Type of Personal Data

The type of Personal Data which is Processed underthis Agreement may
include:
e Personal details e.g. name, address, date of birth, NI number,
telephone number, images, biometric data;
o family detail e.g. personal details of relatives, legal guardians
and friends;
o financial details e.g. pay, bank details, credit/debit card details
e lifestyle and social circumstances e.g. physical or mental health
details, racial or ethnic origin, trade union membership, political
affiliation, political opinions, offences (including alleged
offences), religious or other beliefs of a similar nature, criminal
proceedings, outcomes and sentences;
e employment and education details;
e student and pupil records;
e business activities;
e case file information.

Categories of Data
Subject

Categories of Data Subject may include:
e customers of the service
e suppliers
o staff
e temporary workers
e persons contracted to provide a service
e claimants
e volunteers

e agents
e service users
e patients

e complainants, enquirers or their representatives
e professional advisers and consultants

e students and pupils

e carers, representatives or legal guardians
e landlords

e recipients of benefits

e witnesses

¢ offenders and suspected offenders

e licence and permit holders

e traders and others subject to inspection
e people captured by CCTV images

e representatives of other organisations

e members of the public

e users of a particular website




Plan for return and [ Upon termination or expiry of the Contract each Controller will retain
destruction of the data | information in line with its own retention schedules.

once the processing is
complete

UNLESS requirement
underunionormember
state law to preseve
that type of data

SECTIOND MINIMUM INFORMATION SECURITY CONTROLS

The minimum security controls detailed within this Part 2 of Schedule 1 are to be in place at all times
when processing Information for the purpose of or in connection with the delivery of the Services. Such
Information includes Personal Data and other Confidential Information or data.

1.

1.1

1.2

21

2.2

23

2.4

25

GENERAL

Both Parties shall have a security policy in place which sets out management commitment to
information security, defines information security responsibilities, and ensures appropriate
governance.

All Staff shall complete data protection and information security training commensurate with
their role.

ICT INFRASTRUCTURE

Boundary Firewall and Internet Gateways

Information, applications and devices shall be protected against unauthorised access and
disclosure fromthe internet, using boundary firewalls, internetgateways or equivalent network
devices.

Secure Configuration

ICT systems and devices shall be configured to reduce the level of inherent vulnerabilities
and provide only the services required to fulfil their role.

User Access Control

Useraccounts shall be assigned to authorised individuals only, managed effectively, and they
shall provide the minimum level of access to applications, devices, networks, and Personal
Data.

Access control (username & password) shallbe inplace. A password policy shall be in place
which includes provisions to ensure:-

(@) avoidance of the use of weak or predictable passwords;

(b) all default passwords are changed;

(c) robust measures are in place to protect administrator passwords; and

(d) account lock outor throttling is in place to defend against automated guessing attacks.

End user activity shall be auditable and include the identity of end-users who have accessed
systems.

Malware Protection



2.6

2.7

2.8

29

2.10

3.1

3.2

3.3

3.4

3.5

3.6

3.7
3.8

3.9

Mechanisms to identify detect and respond to malware on ICT systems and devices shall be
in place and shall be fully licensed, supported, and have all available updates applied.

Patch Management and Vulnerability Assessment

Updates and software patches shall be applied in a controlled and timely manner and shall
be supported by patch management policies.

The Council shall adopt a method for gaining assurance in its organisation's vulnerability
assessment and management processes, for example by undertaking regular penetration
tests.

Software which is no longer supported shall be removed from ICT systems and devices.
Cloud Services

The Council shall ensure that the controls applied to the use of cloud services satisfactorily
supports the relevant security principles set out in the National Cyber Security Centre Cloud
Security Principles:
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
PROTECTING INFORMATION

Electronic Information

Electronic copies of Information shall be encrypted at rest to protect against unauthorised
access.

When transmitting Information over the internet, over a wireless communication network e.g.
Wi-Fi, or over an untrusted network the Parties shall use an encrypted communication
protocol.

The Parties shall only use ICT which is under its governance and subject to the controls set
out in this Schedule.

Hard Copy Confidential Information

Hard copy Confidential Information shall be stored securely when not in use and access to it
shall be controlled.

Hard copy Confidential Information shall be transported in a secure manner commensurate
with the impacta compromise or loss of information would have and which reduces the risk
of loss or theft.

Secure Destruction of Information

Electronic copies of Information shall be securely destroyed when no longer required,
including Information stored on servers, desktops, laptops or other hardware and media.

Hard copy Information shall be securely destroyed when no longer required.
Secure destruction means destroying Information so it cannot be recovered or reconstituted.
A destruction certificate may be required by the Client to provide the necessary assurance

that secure destruction has occurred.

COMPLIANCE


https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles

4.1

4.2

4.3

Each Party shall inform the other of any non-compliance with the controls set out in this
Schedule. Any deficiencies in controls shall be subjectto a documented risk management
process and where appropriate a remediation plan shall to be implemented with the am of
reducing, where possible, those deficiencies.

Independent validation which has been used as evidence of appropriate security controls by
each Party shall be maintained by each Party for the duration of the Agreement.

Each Party shall inform the other of any expired or revoked evidence used as independent
validation.





